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REMARKS 

The Applicants thank the Examiner for granting an interview on June 21 , 2007, in 
accordance with the foregoing, independent claims 1 , 28 and 36 are amended for clarity and to 
improve form, as discussed in the interview. It is understood, according to the Interview 
Summary, the next Office Action will not be final 

STATUS OF THE CLAIMS: 

Claims 1-38 have been pending. 

It is understood that claims 7, 13-16 and 18-27, 29-33, 35 and 37-38 are withdrawn from 
consideration. 

According to the Examiner, claims 1 , 2, 5, 6, 8-12, 17, 28 and 36 are the elected pending 
claims, but it is submitted that claims 34 is also constructively elected as set forth below. 

In accordance with the foregoing, the claims are amended, and, thus, the elected 
pending claims remain for reconsideration, which is respectfully requested. 

No new matter has been added. 

The Examiner's rejections are respectfully traversed, 

WITHDRAWN CLAIMS 

The Office Action Summary indicated claims 1, 2, 5, 6, 8-12, 17, 28 and 36 are pending. 
However, claims 1-38 are pending and claims 1, 2, 5, 6, 8-1 2, 17, 28, 34 and 36 are elected and 
claims 7, 13-16 and 18-27, 29-33, 35 and 37-38 are withdrawn. Correction of the Office Action 
is respectfully requested, Applicants elected independent claim 34 (group I) in the response to 
the restriction requirement filed April 20, 2006. 

Independent claim 34 should be joined with elected pending claims for being a generic 
claim by reciting "A computer-readable storage medium storing a method execu ted bv a central 
processing unit for decrypting on which is record e d a program code o x o cut o d by a comput e r, 
whereto according to operations comprising : th c pr o gram cod e is oncrypt e d - with a c ode 
e ncrypt i on k e y: entering a license into the central processing unit before the program code is 
executed, wherein a-the license, which includes the-acode encryption key a and-is encrypted with 
a public key which is patina- paired with a private key com p r is e d in s ec r e cy hidden within a-the 
central processing unit-^0mfiffsed-tey4he- Gompyt e r to ex e cute th e program cod e , j jndjs 
provided in correspondence with the program code; the4 teens o i s e n t er e d in t o th e c e nt ral 
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process i ng unit befor e 4h e- pr - egrom code is execut e d; decrvpting the license is decrypt e d w ith the 
private key by -with the central processing unit; and decrypting the program code is d e crypt e d 
with the code encryption key obtained from the license fey -with the central processing unit/' 

The previous Office Action, mailed July 13, 2006, at the Office Action Summary asserts 
claim 34 is withdrawn. However, the Office Action mailed March 23, 2006, at page 4 r item 10 
states "Applicant is required under 35 U,S,C. 121 to elect a single disclosed species for 
prosecution on the merits to which the claims shall be restricted if no generic claim is finally held 
to be allowable. Currently claim 1, 2, 28, 34 and 36 are generic" (emphasis added), 

MPEP §803 recites "If the search and examination of **>all the claims in an< application 
can be made without serious burden, the examiner must examine *>them< on the merits, even 
though **>they include< claims to independent or distinct inventions. 1 ' The Examiner did not 
include claim 34 as a species in the Restriction Requirement and indicated that claim 34 is 
generic. Therefore the Applicants respectfully submit it should not be a serious burden on the 
Examiner to examine claim 34. 

Correction of the Office Action is respectfully requested. 
CLAIM REJECTIONS: 

Claims 1, 2, 5, 6, 8-12, 17, 28 and 36 are rejected under 35 U.S.C. § 103(a) as allegedly 
being unpatentable over Hashimoto et al., U.S. Patent Publication 2001/0018736, hereinafter 
referred to as "Hashimoto." 

In accordance with the foregoing, independent claims 1 , 28 and 36 are amended for 
clarity and to improve form, as discussed in the interview. Claim 1 , for example, is amended to 
recite: 

A central processing unit-e xecut i ng a progr a m , comprising: 

a first private key concealed in secrecy; 

an encrypting unit obtaining, from a first license of a first 
program, an access condition for accessing a memory region 
during an execution process of the first program and a code 
decryption key for decrypting an encrypted block configuring the 
first program, by decrypting with the first private key the first 
license of the first program encrypted with a public key pairing with 
the first private keye esfypti ng a b l ock and d e crypting a n ~e noryp te4 

a tamper resistant buffer that a user cannot reference or 

falsify 7 ; 

a Translation Lookaside Buffer (TLB) linked to said tamper 
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resistant buffer and recording an address of the memory region, at 
which the encrypted block which configures the first program is 
recorded, and recording the access condition to the memory 
region obtained from the license; 

a memory managing unit; and 

a processor core, wherein: 



the code decryption kev obtained from said license of the 
first program is recorded to said tamper resistant buffer, 



wherein said memory managing unit obtains the access 
condition to the memory region at which the encrypted block is 
recorded from said TLB based on an address of- aof the memory 
region , at which an enerypted btock i s record e d, and further 
obtains the code decryption key corresponding to the memory 
region from said tamper resistant buffer, and 

wherein-said processor core de t e rmm e s - whether permits 
an access to the memory region is perm i tted to b e m a d e-from the 
execution process of the first program based on the access 
condition obtained by said memory managing unit... > 

The Office Action, at item 4, asserts that Hashimoto at paragraphs 74 and 75 discloses 

the claimed "encrypting unit obtaining, from a first license of a first program, an access condition 

for accessing a memory region during an execution process of the first program and a code 

decryption key for decrypting an encrypted block configuring the first program, bv decrypting with 

the first priyate key the first license of the first program encrypted with a public key pairing with 

the first private key ," as recited, for example, in claim 1 Applicants respectfully disagree with the 

assertion, because Hashimoto at paragraphs 72-75, merely provides: 

The object of this embodiment fs to protect the 
program instructions (execution codes) and the execution 
state from a user of the target system who can freely read the 
main memory of the target system and freely alter the OS program 
or application programs. 

The basic features for achieving this object are the access 
control with respect to the information storage inside the processor 
and the encryption based on the information listed below. 

(1) A common key Kx selected by a program creator. The 
application program will be encrypted by the secret key 
cryptosystem using this key. 

(2) A pair of a unique public key Kp and a unique secret key 
Ks provided inside the processor. The public key can be read out 
by the program by using instructions. 
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In other words, Hashimoto at paragraphs 72 to 75 merely discusses that a common key 
Kx, a public key Kp and a secret key Ks are used to encrypt execution codes. Furthermore, 
Hashimoto discusses, in the abstract: 

a tamper resistant microprocessor saves a context 
information for one program whose execution is to be 
interrupted, where the context information contains 
information indicating an execution state of that one program 
and the execution code encryption key of that one program. 
An execution of that one program can be restarted by recovering 
the execution state of that one program from the saved context 
information. The context information can be encrypted by using the 
public key of the microprocessor, and then decrypted by using the 
secret key of the microprocessor. 

Furthermore, Hashimoto discusses, at paragraph 150: 

In the case of interrupting the execution of some program, the 
context information encryption/decryption unit 254 of the 
exception processing unit 131 encrypts information indicating 
the execution state up to an interrupted point of the program 
to be interrupted and the code encryption key of this program by 
using the public key of the microprocessor 101 , and writes the 
encrypted information into the main memory 281 as the context 
information. 

In other words, Hashimoto discusses restoring a program whose execution is interrupted 
by a tamper by encrypting the execution codes using the common key Kx, the public key Kp and 
the secret key Ks. 

In contrast, the claimed embodiment provides, in part, "an encrypting unit obtaining, from 
a first license of a first program, an access condition for accessin g.a.jinem ory region during an 
execution process of the first program and a code decryption key for decryp ting an encrypted 
block configuring the first program, by decrypting with the first private key the first licen se of the 
first program encrypted with a public key pairing with the first private key /' as recited, for 
example, in claim 1 . Hashimoto fails to disclose, either expressly or implicitly, the claimed 
"encrypting unit," because Hashimoto is merefy related to restoring a program, whose execution 
is interrupted by a tamper, after encrypting the execution codes, and, thus fails to disclose, either 
expressly or implicitly, encrypting/decrypting any program configuration. Furthermore, 
Hashimoto fails to disclose, either expressly or implicitly, the claimed " obtaining, from a first 
license of a first program, an access condition for accessing a memory region during an 
execution process of the first program and a code decryption key for decrypting an encrypted 
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block configuring the first program, by decrypting with the first private key the first license of the 
first program encrypted with a public key pairing with the first private key ." 

Furthermore, the Office Action at page 3, lines 2-3, fails to cite any reference against the 
claimed "first license." Applicants respectfully submit that Hashimoto fails to disclose the 
claimed "first license" including "an access condition; 1 because Hashimoto is related to restoring 
a program, whose execution is interrupted by a tamper, after encrypting the execution codes, 
and, thus, fails to disclose, either expressly or implicitly, any "license" or any "access condition/' 

The Office Action, at page 3, asserts that Hashimoto at paragraph 146 discloses the 
claimed " Translation Lookaside Buffer (TLB) linked to said tamper resistant buffer and recording 
an address of the memory region, at which the encrypted block which configures the first 
program is recorded, and recording the access condition to the memory region obtained 
from the license ." Applicants respectfully disagree, because Hashimoto at paragraph 146 
merely discusses: 

The exception processing unit 131 further includes a register file 
253, a context information encryption/decryption unit 254, an 
exception processing unit 255, a secret protection violation 
detection unit 256, and an execution code encryption key and 
signature verification unit 257. 

Applicants respectfully submit that Hashimoto fails to disclose, either expressly or 

implicitly, the claimed " Translation Lookaside Buffer (TLB) linked to said tamper resistant buffer 

and recording an address of the memory region, at which the encrypted block which 

configures the first program is recorded, and recording the access condition to the 

memory region obtained from the license ," as recited, for example, in claim 1, because, as 

discussed above, Hashimoto fails to disclose, either expressly or implicitly, the claimed 

"encrypting unit obtaining, from a first license of a first program, an access condition for 

accessing a memory region during an execution process of the first program and a code 

decryption key for decrypting an encrypted block configuring the first program, by decrypting with 

the first private key the first license of the first program encrypted with a public key pairing with 

the first private key ." 

The Office Action, at page 3, asserts that Hashimoto, at paragraph 247, discloses the 
claimed "processor core d e t e rm i nes wheth e r permits an access to the memory region is 
permitted to b e mad e^-from the execution process of the first program based on the access 
condition obtained by said memory managing unit," as recited, for example, in claim 1 
Applicants respectfully disagree, because Hashimoto, at paragraphs 245-247, merely discusses: 
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in this embodiment, the encryption attributes for protecting data 
are defined in four registers CYO to CY3 that are provided inside 
the microprocessor 101 They correspond to regions 717 to 720 
shown in FIG 9. In FIG 9, details of the registers CYO to CY2 are 
omitted, and only details of the register CY3 are shown. 



Among the specifications of the regions, CYO is given the highest 
priority, and CY1 to CY3 are given sequentially lower priorities in 
this order For example, when the regions specified by CYO and 
CY1 overlap, the attributes of CYO are given the priority over those 
of CY1 in that region. Also, the definition of the page table is given 
the highest priority in the case of a memory access as the 
execution code rather than as the processing target data. 

In other words, Hashimoto discusses that a register CYO is given a higher priority than 

registers CY1 to CY3. However, Hashimoto fails to disclose, either expressly or implicitly, the 

claimed "processor core de t e rm ines wft e th e r - permits an access to the memory region is 

permitted te - fc e- ra a d e from the execution process of the first program based on the access 

condition obtained by said memory managing unit," as recited, for example, in claim 1, because, 

as discussed above, Hashimoto fails to disclose, either expressly or implicitly, a "first license" 

including an "access condition/' 

Thus, a prima facie case obviousness based upon Hashimoto cannot be established, 
because Hashimoto discusses restoring a program whose execution is interrupted by a tamper 
by encrypting the execution codes which fails to provide any motivation or suggestion to one 
skilled in the art to modify Hashimoto to achieve the claimed central processing unit comprising 
"a first private key concealed in secrecy; an encrypting unit obtaining , from a first license of a first 
program, an access condition for accessing a memory re gion during an execution process of the 
first progra m and a code decry ption key for decrypting an encrypted block configuring the first 
program, by decrypting with the first private key the first license of the first program encrypted 
with a public key pairing with the first private key oncr y ptin g a bloc k and decrypt i n g an e ncrypt ed 
feteek; af*d-a tamper resistant buffer that a user cannot reference or falsify T ; a Translation 
Lookaside Buffer (TLB) linked to said tamper resistant buffer and recording an address of the 
memory region, at which the encrypted block which configures the first program is recorded, and 
recording the access condition to the memory region obtained from the license; a memory 
managing unit; and a processor core, wherein: ... the code decryption key obtained from said 
license of the first program is recorded to said tamper resistant buffer, ... wher ei n said memory 
managing unit obtains the access condition to the memory region at which the encrypted block is 
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recorded from said TLB based on an address or-aof the memory region , at which an e ncrypted 
b l ock i s r e corded ) and further obtains the code decryption key corresponding to the memory 
region from said tamper resistant buffer, and wheFetn-said processor core determin e s wh e th e r 
gejrnitsan access to the memory region Is p e rmitt e d to be mad e from the execution process of 
the first program based on the access condition obtained by said memory managing unit/' as 
recited, for example, in claim 1 . 

Independent claims 28 and 36 patentably distinguish over the cited prior art for similar 
reasons as independent claim 1, 

Dependent claims recite patentably distinguishing features of their own or are at least 
patentably distinguishing due to their dependence from the independent claims. Withdrawal of 
the rejection of pending claims, and allowance of pending claims is respectfully requested. 



There being no further outstanding objections or rejections, it is submitted that the 
application is in condition for allowance. An early action to that effect is courteously solicited. 

Finally, if there are any formal matters remaining after this response, the Examiner is 
requested to telephone the undersigned to attend to these matters. 

If there are any additional fees associated with filing of this Amendment, please charge 
the same to our Deposit Account No, 1 9-3935. 



CONCLUSION 



Respectfully submitted, 



STAAS & HALSEY LLP 





Matthew H, Poison 
Registration No. 58 t 841 



1201 New York Avenue, NW, 7th Floor 
Washington, D.C. 20005 
Telephone: (202)434-1500 
Facsimile: (202)434-1501 
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